Abstract-Wireless Medical Telemetry Systems (WMTS) currently operate on FCC designated bands for transmitting critical patient health information to distant receivers within hospitals. However, the current devices experience intermittent interference from digital TV transmissions in neighboring channels; are prohibited from transmitting multimedia data; and must operate with a secondary access priority in portions of the WMTS band, also shared with utility metering. We propose a fundamentally new communication paradigm for medical telemetry through dynamic spectrum access technology that adheres to the access rules in the WMTS band, and yet addresses the above concerns. The contributions of the paper are as follows: (i) we undertake a spectrum measurement study at hospital locations in the Boston area to model spectrum usage and activities in the medical band, (ii) we formulate the channel and power allocation task as an optimization problem under constrains of permissible electromagnetic interference to sensitive medical equipment, and latency, bandwidth thresholds of the medical data. Simulation results reveal the potential benefit of the use of dynamic spectrum access to improve medical telemetry and promises long-term improvement in the healthcare domain.
I. INTRODUCTION
Systems that rely on wireless medical telemetry service (WMTS) are an integration of devices that measure vital signs and other health parameters of patients and transmit these parameters through a communication link to a monitoring station [1] . A decade ago, medical telemetry devices were operating on vacant TV channels 7 − 13 and 14 − 46, or on private land mobile radio in the 450 − 470 MHz with a secondary status. In 2000, the FCC in the US designated 14 MHz of spectrum as the WMTS band for the purpose of medical telemetry covering the ranges 608 − 614 MHz (digital television or DTV channel 37), 1395 − 1400 MHz (lower-L band), and 1427 − 1432 MHz (upper-L band).
Although the FCC has allocated the WMTS bands for medical use, there are several issues that impair free access. First, there are no effective regulations protecting medical telemetry in channel 37 from the harmful interference caused by the power leakage from DTV transmissions in the adjacent channels 36 and 38. In fact, there are many documented cases of interruptions in hospital communication due to this DTV interference [2] . This adjacent channel interference effectively narrows the use of this channel (that represents almost 40% of all WMTS bandwidth). Given the critical nature of hospital communication, this breach must be immediately detected and corrective actions taken [3] . A second cause for concern is the non-uniform access rights in the L bands. Portions of these bands are shared by utility metering telemetry and government radar installations, which have priority access. Thus, the medical telemetry devices must be aware if these primary users or PUs are present in these designated spectrum ranges, and choose different portions of the spectrum, if indeed this is so. The FCC designated the American Society for Healthcare Engineering of the American Hospital Association (ASHE/AHA) to serve as the exclusive WMTS frequency coordinator. Any health care provider who wishes to use WMTS equipment at a given location must first register in advance with ASHE/AHA and provide specified information for the WMTS database. Hence, large hospitals reserve entire bands of the WMTS spectrum for future contingencies, though they typically use very limited portions on a need-basis. Thus, in a region with dense concentration of medical facilities, such as Boston city where our study is based, the WMTS spectrum is used inefficiently under the static database model, and can only support a subset of the demand for spectrum use.
The main contribution of this paper is developing a general communication framework for efficient utilization of the WMTS bands in a medical environment composed of heterogeneous devices with different bandwidth and QoS requirements. We cast the problem of frequency and power allocation in these bands as an optimization problem, subject to the constraints of the medical telemetry and typical hospital applications. Our work is motivated through actual spectrum studies undertaken at the Massachusetts General and Beth Israel hospitals in Boston. As an overview, our framework enables the following:
• It allocates small portions of the spectrum dynamically within the WMTS band to devices based on the type and duration of transmission, thereby increasing the potential for frequency re-use and the resulting channel capacity significantly. Medical telemetry involves transmitting scalar data at set duty cycles, one-shot alarms, streaming information, among others, each with different bandwidth, latency requirements that must be jointly considered [4] .
• It protects the existing legacy medical telemetry transmissions that are not equipped with dynamic spectrum access, as well as PUs in the designated portions of the WMTS spectrum. It also regulates transmission power to ensure that electromagnetic interference (EMI) to sensitive medical equipment is within permissible thresholds.
We believe that apart from addressing the spectrum shortage in hospitals, there are other secondary application areas of our work. The FCC currently does not allow home use of WMTS equipment because of the concern that temporary use of such equipment at many dispersed locations would make it difficult to coordinate the operating frequencies, resulting in harmful interference [5] . Our results suggest that it may be possible to revisit this issue of home use of WMTS equipment, also paving the way for mobile hospitals and networked ambulances, which are not permitted under the current rulings.
The rest of this paper is organized as follows: Section III describes spectrum measurements in the WMTS band. Section IV formulates the problem of spectrum and power assignment, and Section V provides a detailed simulation study of our scheme. Finally, Section VI concludes the paper.
II. NETWORK ARCHITECTURE
The architecture for our proposed scheme is as follows. A central base station (BS) is deployed in the hospital, which admits new data transmission requests made by a node. A "node" here is a medical device that records patient information and transmits it to a remote monitoring agency, caregiver, or to a back-end database that may be different from the BS. The latter is tasked with choosing the optimal amount of bandwidth represented by f l (frequency at the lower end) and f u (frequency at the upper end), the modulation level m, and the transmission power p tx for the incoming request. The requests from the node to the BS and the choice of parameters in the reverse direction are made through a common control channel, which could be a designated frequency within the WMTS band or an out-of-band WiFi channel. The proposed optimization scheme is run at the BS, which ensures the node has sufficient bandwidth to meet the QoS requirements, and at the same time is able to transmit with the maximum possible power that does not interfere with sensitive medical equipment. We assume that the locations of such equipment, such as an ECG machine, are fixed and known to the nodes.
We assume three types of medical telemetry applications, as defined in [4] : (i) streaming telemetry, (ii) duty cycle based communication, and (iii) an alarm call, all of which need to be assigned a portion of the frequency band. Before initiating the transmission, the node sends to the BS a request vector
BER, EMI).
Here, D ij is the distance between the two end systems that need to communicate, e.g., the node and the nurse/physician console. d i is the minimum distance of the node to the sensitive medical equipment in its vicinity. R avg is the average data rate required for the application type.
is the latency requirement for packets transmitted on the link between the communicating node pair. BER is tolerable bit error rate by the application. EM I is threshold level of the sensitive medical devices influenced by the electrical field created around it by wireless radiation. Based on this request vector and the previous choices made by other communicating nodes in the area, the BS runs the optimization problem. 
III. CHARACTERIZING THE WMTS BANDS
While several studies have been undertaken in the existing DTV bands, little is known of the PU activity in the WMTS bands. In this section, we describe some experiments undertaken at the Beth Israel hospital on channel 37
1 . Determining the true noise floor in a channel is an open debate, and we first describe our methodology that proved useful in obtaining a statistically significant result on whether a portion of the channel is "active" or "vacant". This is followed by obtaining a PDF of the active times of the channel usage by approximating it with an exponential curve. The channel activity will be subsequently used as an input in the optimization problem that we formulate.
A. Noise Floor Determination
Obtaining a precise measurement of the noise floor is critical in correct decision making, a key concern in the WMTS bands that relies on life-saving communication. The noise floor that we measure includes the thermal white noise incurring at the radio frequency (RF) input plus the noise added by the radio receiving chain due to noise figure of the intermediate frequency (IF) components. We use the USRP2 as a measurement tool [6] , and terminate its RF input with a 50 Ω SMA terminator. We then tune the device to the three portions of the WMTS bands (37, upper and lower-L) successively, and collect 5 × 10 5 samples each time. We calculate the FFT from these samples using a bin size of 1024. Each bin records the noise power at a resolution of 6 1024 MHz for the channel 37, and 5 1024 MHz for the L bands. At the end, the individual power values in each bin are averaged to obtain the reliable noise floor. Note that this method produces bin-specific noise level, unlike a channel-wide noise level commonly assumed in the literature. We show a plot of the measured noise floor for the channel 37 in Figure 1 and for the lower-L band in Figure 2 .
In our measurements, we observe a continuously occurring peak at the center frequency of the channel, which is due to signal leakage from the oscillator at the radio front-end. This artifact is observed for any USRP2 device 2 , and is added to the incoming signal. This will cause a problem in correct detection of the present signals in the band when a fixed threshold is used, i.e., the center frequency will always and falsely indicate a present signal. By using the above bin-specific noise floor method, the effect of such RF hardware imperfections can also be eliminated from the spectrum sensing. Figure 1 shows a true frequency domain signal in the channel 37 with several peaks versus noise floor. Our sensing method for the WMTS band, which overcomes the hardware imperfections, involves the following steps:
• Subtract the antenna gain from the bin power (6.15 dB in our case).
• Subtract a fixed threshold from the bin power to compensate for signal and noise floor variance (3 dB in our case).
• Compare the observed bin power with the previous power of the noise floor and infer the sensing results. Figures 1 and 3 how these steps are undertaken to extract the true signal from the measured signal. All eight peaks in the signal have been detected in this process, and more importantly, the leakage peak issue described earlier, is not included in the clean, final signal. This is because during noise measurement, the center peak (i.e., error in the noise floor) is greater than the center peak in the signal after subtracting antenna gain and threshold value from the value contained in the FFT bin. Since this center peak is the internal hardware artifact, its power is constant, with or without the antenna on the radio, and it can hence be easily suppressed through the above steps.
B. Channel Activity Model
In this section, we will obtain a probabilistic model for the signal on and off times at each frequency bin. In the following, we describe the measurement study on the WMTS channel 37 on the rooftop of Beth Israel hospital located in Boston's Longwood area, one of the largest healthcare centers in Northeastern America. Similar methodology was followed for the L bands. In this study, we measured the spectrum usage 2 We tested with 5 different radios, each with the same result and this is widely reported in the USRP2 Community's mailing list. on this channel using the USRP2 platform for an hour. We performed 1024-point FFT on the consecutive samples taken in channel 37 (obtaining a 6100 Hz resolution for each bin). Using the noise floor determination technique in Section III-A, we extracted the active medical telemetry signals for each bin. Since these signals are temporally intermittent, we performed a statistical analysis at each bin on the times that these signals turn on and off. Using the PDF curve fitting function in MATLAB, we fit an exponential PDF function on these "on" and "off" time samples. Therefore, the activity in each bin is captured with two λ on and λ of f values, representing the mean values of their respective exponential distribution. Figure  4 , shows the histogram of off times at two different bins (frequencies) out of 1024 bins, within the channel 37 and the fitted exponential PDF. Similarly, figure 5 shows such histograms and the fitted exponential PDF for two sample bins in the lower-L band. We obtaind similar result for the upper-L band, but we could not show them here because the lack of space. This PDF will be used in the next section for determining the channel allocation to the nodes in the network. As this measurement is highly site-specific, it needs to be repeated for each new hospital location. In channel 37, these measurements represent all legacy medical telemetry activity, where devices are not equipped with dynamic spectrum access methods. In the L band, the observed channel activity jointly captures both the existing medical telemetry and utility metering applica- tions.
IV. PROBLEM FORMULATION
We formulate the problem as a two-step process. The first involves identifying the power and modulation for the requested transmission, and then, we identify the specific frequency range to which it may be allotted.
A. Determining Transmit Power and Modulation
Let the occupancy function P on (f ) represent the probability that frequency f is occupied by legacy medical users without dynamic spectrum access ability or utility meter applications (both denoted as PUs) at frequency f . From Section III-B, we obtain two functions λ on (f ) and λ of f (f ) as the mean "on" and "off" exponential durations, respectively.
Based on the PU activity at each frequency f , the sensing durations may be different. One possible method for determining the sensing time t s is given in [7] .
We begin with the BS computing the power p for the given vector (D ij , d i , R avg , , BER, EMI) submitted by a node. We consider a single-carrier communication method with MPSK modulation. The combined effect of the modulation in the signal and the signal power must satisfy the BER constraints given in the QoS vector. At the same time, the transmit power of the node is constrained by the EMI threshold level of the sensitive equipment [8] . For a node i,
where c is constant and EM I i is the lowest EMI threshold level. The probability of symbol error for MPSK modulation is given as follows [9] :
where Es N0 is symbol-energy to noise-power spectral density, Q(x) is the complementary error function and is defined as
Also Es N0 is related to
N0 (bit-energy to noise-power spectral density) via the following relation:
N0 is function of SNR and rate R [10] :
The Es N0 in 2 can be replaced with (log 2 M )
N0
. Considering free-space path loss for transmitted power p, the received power at the receiving node is:
Bit error rate P b and symbol error rate P E for the case of MPSK are related as [9] :
Combining the above equations, we get:
where m = log 2 M . To achieve the given BER (p b ),
This is the second constraint for transmit power to be assigned to the application. The selected modulation (M ) must satisfy these two constraints integrated in the following optimization problem:
To find : m (10) To Minimize : P tx Subject to :
The above optimization problem find the minimum transmission power level for the transmission of device i in order to avoid exceeding EMI level for the sensitive medical equipment (11), and also at the same time, satisfy the BER requirement for the corresponding application (12).
Finally, we assume the following simple relation between the allocated bandwidth and the rate of the application:
B. Determining Frequency Range
To find the best channel in the WMTS band, let the availability function A(f ) indicate whether a frequency f is currently assigned for medical telemetry (i.e., A(f ) = 0) or currently used by the PU (i.e., A(f ) = 1). With this function, the BS must solve the following optimization problem to get the best channel for the submitted application.
where is the Latency in the QoS vector and L p is the packet length. We define the constraints in (15)- (20) as follows:
• The first constraint (15) on choosing the band is to make sure that it is currently free and not occupied by any other user (either primary or secondary). If the band spans several bins, it means that the summation of the availability function on all bins must be zero.
• When a band containing several bins is picked, the average time left to the first estimated appearance of a PU must be longer than the time needed to send at least one packet (16). At each bin, λ of f represents the inverse of the average of the exponential distribution or average time left to next appearance of a primary user. (17) finds the bin with lowest such value among the potential bins to be picked as the solution.
• Since we derive different required sensing times for each bin from [7] , among the potential solution bins, the highest sensing time must be picked for the whole band. However, this value must be lower than the latency permitted by the application (18).
• The effective rate of the application considering the sensing duty cycle and the modulation level must be at least equal to the average required rate by the application (19).
• Finally, (20) calculates the average free time for the potential band. The node can now immediately begin its transmission with these parameters returned by the BS.
V. PERFORMANCE EVALUATION
To evaluate the performance of the proposed WMTS dynamic spectrum allocation framework, we use the power measurement data of channel 37 and L band collected from the hospital environment. Our measurement data includes one hour of collected data with resolution of every second spanning. A 1024-point FFT is performed on the time-domain signal taken at every second, which provides a resolution of approximately 6100Hz for every bin in the frequency domain. Based on the activity model of the channel, we try to accommodate new dynamic spectrum access nodes (as secondary) in the empty portions of the band. We consider 7 types of telemetry applications with specifications given in the [4] There are different numbers of each application in a hospital, usually a function of the hospital area. For instance, for a typical hospital case study given in [4] with total area of 18580 m 2 , these numbers are (60, 21, 22, 20, 19, 81, 18) corresponding to the table I. The streaming applications above must be assigned with their required bandwidth at all times. On the other hand, the alarms and also other applications running on duty cycles must be assigned with adequate bandwidth upon their arrival. We created events of such arrivals with poisson distribution for each duty cycled application with the given rate in the table above in MATLAB, and simulated the power and frequency allocation respectively. For duty cycled and alarm applications, a total on time of 1 s was considered since these are only sudden bursts of information. We performed the simulation with randomly chosen locations of each application device in an square area of 140 × 140m. This is comparable in size to the hospital case study mentioned above.
We compare the performance of the proposed scheme with the classical static allocation case, where every application is assigned with an empty band from the beginning of the simulation. We consider two metrics for such a performance comparison, residual capacity (unused spectrum) and number of interfered PU incidents during a 1 hour simulation given the number of application mentioned above. Figures 6 and 7 confirm the effectiveness of the dynamic case over the static case. Figure 6 shows that in the dynamic case, the spectrum is used more efficiently than in the static allocation scheme. Also the number of PUs affected by the secondary transmission is remarkably reduced in the dynamic case, indicating that the interference to the PUs is minimized. Figure 8 compares 3 types of applications (Streaming, Duty Cycled and Alarms) in terms of the interference they cause to the PUs as their number increases from 10 to 100. Nonintuitively, Duty Cycled ones are more hazardous in terms of interference, since they are more frequent than alarms. Moreover in contrast to Streaming, no sensing is done on their assigned spectrum during the second that they use it. As the number of streaming transmissions increases, the amount of interference they cause rises due to their higher bandwidth requirement compared to alarms. Number of interfering incidents to primary users in different application types and varying numbers.
VI. CONCLUSIONS
In this paper, we have proposed a dynamic spectrum access framework to efficiently utilize the WMTS bands for wireless medical telemetry applications in a hospital environment. The proposed framework assigns optimal bandwidth and power to each medical application device seeking to send data to any other location in the hospital, e.g. telemetry data from a patient to the physician's monitoring station, while avoids interfereing with primary signals of that band also protecting the EMI threshold of sensitive medical equipment. We also performed a measurement study on the WMTS band to derive the activity model of medical telemetry signals in that band. We have used this activity model as a base for the simulation of our optimization framework. Our simulation results indicate the advantages of such a framework for reducing the amount of interference caused to PUs, and also in ensuring the efficient use of the WMTS bands.
